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EXECUTIVE SUMMARY

Small anthidsizetdusinesses (SB)Bave a reputation of being
somewhat lax when it comes to infopnatigation. 8y\a nt e c 6 s
SMB surveyor example, showed a high percentage of SMBs had fail
to enact even the most basic protectionsvefidnayre focused on
winning and servicing accounts than on dealing with inngible risk
such asoss of cdidential informateumd cyber attacks, or so the
thirkigwent

T hat 0 sSymahtgc 208MB Information Protection Sisrsey
surprising. It turns outithtte last 15 montB)Bs have become
extremely aware of and focusedonatibn piection. Most o8IT

time and a lot of moasnow spent on this area, and with good
reasonas they aracing increased risks to their confidential
informati@including bank account numbers, credit card information
and customer and employee records.

Thi s y eshedsdIght snypreacrselythe risks SMBs are facing,
what they are doing about it and how much it is costing them. It alsc
provides some simple steps SMBs can take to improve their informa
protection footing.
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METHODOLOGY

Applied Research fielded theegloy telephone in May of. 2048y
targeted small amidsizebusinesses (SMBs) in 28 countries. The
respondents came from two groups:

1 SmalBusinesse$l0i 99 employees)
1 Midcized Business@O0 499 employees)

The survey respondents came from a wide variety of industries and
included a mixa@mpany owners, managers, computer staff and
computer consultants

North America (384) Latin Amer EMEA (384)
United States 192 Brazil Germany
Canada 192 Mexico France

Argentina United Kingdom

Colombia Italy
Russia
Spain
Nordics
Middle East
Netherlands
Poland
Belgium
Austria
South Africa
Hungary

APJ (1,000)

China
Japan
Hong Kong
India
Malaysia
Singapore
Korea
Thailand
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FINDING 1:
SMBs are serious about information protection

Thesurvédys f i r st f i rdeeplynsgriousabout hat S
protecting their business inform@tais in stark contraghe

previous Symantec SMB sdfvyeyonths ago when a high percentage
of SMB#&ad failed to enact even the most basic safeguards

When asked to rank various basmeatsSMBs placed data loss
and cyber attacks as their top two risks, eclipsing traditional criminal
activity, natural disasters and terrorism.

Furthermore, theedcomputer security, backup recovery and arching
and disaster preparedrassthe top areas they planned to improve
over the next 12 months. These were rated higher than traditional I
improvement areas such as improving computing performance
increasing data storage capacity or even reducing computing costs.

Final\s6MBs pend t wotimeahdU$$815000@finuabigT & s
information protection. iShdsuble theme an@7.5percent more
money than they spend on other congmkang

SMBs Rank Top Business Risks 1. Data Loss
2. Cyberattacks
3. Traditional Criminal Activity
4. Natural Disasters
5. Terrorism

&




Symante2010 SMB Information Protection SGiebgl: Juriz010

FINDING 2:
Crucial business information loss a

real threat

Secondly, we found thaththeabf losing critical business information
is a real risk for SMBsfact, three quarterssamewhat/extremely
concerned about this riskd2ngerceritave actually lost confidential

or proprietary information inatste p

Inall caseg;ompanies who lost business information experienced
some sort of loss, such as lost revenue or direct financial losses.

Finally, lost devices are a big problem folN&ME§E percent) lost

at least one mobile device in th&Zasinths (a laptop, PDA, smart
phone, etc. All companies surveyed had at least some devices that, if
losthaveno password protectioncamiot be remotely wiped of data.

The Cost of Data Loss to Small Business

42 of SMBs have lost confidential or proprietary information
% in the past 12 months.

40%  40%

Damaged Direct
Reputation Financial Costs

Q44: Have you lost confidential/proprietary data in
the past?

Q45: What percentage of your past losses of
confidential/proprietary data have come from each of

the following areas?
(Means shown)

0% 10% 20% 30% 40% 50%

Outsiderillegally took data 29%
[
\
Insider accidentally lost data 23%
|
Insider illegally took data — 15
Broken business process exposed confidential information - 14%

|
Partner company accidentally lost data 10%
Partner company illegally took data - 9%
[
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FINDING 3:
Cyber attacks a real threat

Thesurvédys final finding is that
potenthreat. Fully three quarters wdxedyber attacks in the past
year. Further, these attacks are takihglth&ifBOpercent rating
the attacks as somewhat/extremelyeffectiv

As a resulalISMBs saw tangible losses lastceefty downtime,
theft of corporate dattheft of customer or employee personally
identifiable information. The leading direct costs exqgeaersatt
were the loss of productivity, reeentlirecfinancial costs

In fact, the average annual cost of these cyber attdSks was
$188,242

Cyberattacks on Small Business

73°/o of SMBs were hit by cyberattacks in the past 12 months.

y 53% 27% 22%
Lost Lost Direct
Productivity Revenue

$

Financial Costs

.Oms

Q23: Indicate which kinds of cyber losses you have

experienced in the past.
(Mark all that apply.)

Downtime of our environment

Theft of customer or employee Pll

Theft of customer credit card information or other
financial information

Theft of other corporate data

Theft of customer or employee PHI

Theft of intellectual property

Identity theft

R

10%

20%

30%

Q24: Please indicate which costs your organization
experienced as a result of cyber attacks in the past.
(Mark all that apply.)

50% 60% 0% 10% 20% 30% 40% 50% 60%

]

5% Lost productivity

|

28%

Lostrevenue

Loss of customer trust/damaged customer relationships

22%

l

Directfinancial cost

~
N
&

i

22%

Damaged reputation

1

18%

~
~
x®

Costs to comply with regulations after an attack

~
N
x®

1

Litigation costs

ES

i

i

=
@

Regulatory fines

|

12%

Reduced stock price 10%

M
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SYMANTEC RECOMMENDATIONS

Clearly, SMBs recognize how important information protection is.
Thankfully, there are simple steps they can vakénglptprotect
their information.

1. Educate employeeBevelop Internet security guidelines and
educate employees about Internet safety, security and the latest
threats Part of the training should focus on the importance of
regularly changing passwammdsprotecting mobile devices.

2. Safeguard important business informat®afeguarding
information is critical to businesses of all sizes and SMBs are
facing increased risks to their confidential infad@matdata
breach could mean financial rian ®MB. Implement a
complete protection solution to ensure proprietary idformation
whether its credit card information, customer data or employee
recordd is safe.

3. Implement an effective backup and recovery plan:
Protecting information is more thiamiemping an antivirus
solutionBackup and recovery is a critical component of

compl ete information protection to keep SMBsZ¢
servers and applications running smoothly in case of
disruptahwh et her i tdés a flood, an earthquake, a v

systen failureOne outage could mean customer
dissatisfaction and costly downtime, which could be catastrophic
to the business.

4. Secure email and web asseBelect a mail and Web security
solution that can help mitigate spam and email threats so SMBs
canprotect sensitive information and spend more time on day
today activitieSpammers and phishers will use current
events and social engineering tactics to get users to give up
personal information such as credit card and bank information.

8 ’ symantec.
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APPENDIX

All questions included.
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Q1: How many employees are in your company
worldwide?

10 to 99
50%

Technology
Manufacturing
Other
Financial
Education
Healthcare
Telecommunications
Real estate
Retail

Energy
Publicsector
Transportation
Online
Consumer
Legal
Insurance

Media

Q2: In which industry do you work?

15%

20%

25%

23%

18%

12%

=

Automotive . 1%

Hospitality . 1%

3 symantec.
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Q4: What is your role within your company?

0% 10% 20% 30% 40% 50% 60%

4 4 4 '

CEO, President, GM, or owner

Work in the computer department

In the company, but primary roleis not computing 9%

Consultant to the company 3%

Other (Please specify) 2%

Q5: Which of the following, if any, do you do?
(Please select all that apply.)

Supervise employees who work in the area of information
protection

Authorize expenditures in the area of information
protection

Recommend products/services in the area of information 70%
protection

0% 20% 40% 60% 80% 100%
I I I
68%
60%
51%

Develop budgets in the area of information protection h

’ symantec. 11
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100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

Q6: Please rank the following risks in order of

significance to your organization.

9% 9%

20%

54%

10%

20%

o1
@2

m3

m4
|5

54%

7%

Dataloss Cyber attacks

T T

Traditional criminal  Natural disasters
activity

Terrorism

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

Q7: Please rate the following IT improvement areas

for 2010.

B 1-Absolutely

@ 4-Somewhatimportant

tantm 2 - S | importantm@ 3 - Average

05 - Absolutely important

37% 38%

35%

32% 31% 28%

Enhance our Enhance our Enhanceour Improveour Increaseour  Reduce

backup, ability to
recoveryand  resume
archiving computing as
systems quickly as
possible after
adisaster

computer
security
systems

computing datastorage computing
performance  capacity costs

24% A

Increaseour  Bemore
internet "green
bandwidth
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Q8: How would you characterize the level of change
to your data protection infrastructure you expect over
the next 12 months?

0%

0% 10% 20% 30% 40%

| L I L |
e ” i

ﬁ 4

5
Minor changes 7%

Virtually no changes

Q9: What percentage of your computer support team
comes from each of the following?
(Means shown)

8

20% 40% 60% 80% 100%

Internal staff

Consultants

Computer dealers/VARs/etc.

Friends

Other (Please indicate)

’ symantec. 13
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Q10: How many different people (either inside or
outside your company) work on your computing
systems in your organization in all offices combined?
300

250 2411

200
150
100 +
50 -
0 -

Mean

Q11: How does the number of people working on
your computing systems compare to 12 months ago?

0% 10% 20% 30% 40% 50%

B m h
o m h

Less 12 months ago

14 ’ symantec.
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Q12: How will the number of people working on your
computing systems change over the next 12 months?

0% 10% 20% 30% 40% 50%

More 12 months from now 42%

About the same

Less 12 months from now 43%

|

Q13: What percent of your computer support staff's
time is spent in each of the following areas?
(Means shown)

0% 10% 20% 30% 40% 50%
L 4

Computer security

Backup, recovery and archival tasks

Disaster preparedness tasks

Other computing tasks

, symantec. 15
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Q14a: How would you characterize your company's
proficiency and capacity for each of the following

| 1-Extremely unskilled B 2 - Somewhat unskilled B 3 - Neutral @4 - Somewhat skilled O 5 - Extremely skilled

computing skill sets?

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%
Other computer areas

Backup, recovery and
archival

Computer security

Disaster preparedness

Q14b: How would you characterize your company's
proficiency and capacity for each of the following

computing skill sets?

B 1-Extremely overstaffed B2 -Somewhat overstaffed @3 -Neutral

@ 4 - Somewhat understaffed O 5 - Extremely understaffed

100%

12%

90%

13%

13%

80% -

70%

50%

40%

20% -

10%

0% -

Disaster preparedness

Computer security

2%

Backup, recovery and
archival

Other computer areas

3 symantec.
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Q15a: How important are each of these factorsin
terms of keeping your company from being more
proficientin computer security?

B1-Notafactoratall ®2-O0nlyslightlyafactor @3 -Afactor @4-Somewhatafactor O5-Majorfactor
100%

6%
14%

90% 20% 19%

80% i
70% |
60%
27% 33%
50% - %
27%
40%
30% -
% 21% 30% 26%
20%
10%
11% 0% 13% 11% 11%
0% - ; : : : .

Wegethuriedin Ourstafflacks the Wedon'thave Wegetburiedin Notapriority for Wedon'thave
the basic day-to- requisite skill set  enoughbudget  emergencies our company enough staff
day tasks management

Q15b: How important are each of these factorsin
terms of keeping your company from being more
proficientin backup, restore and archival?

B1-Notafactoratall ®2-O0nlyslightlyafactor @3 -Afactor @4-Somewhatafactor O5-Majorfactor
100%

[ 4% | 7%
12% 13%
90% 17%
80%
70% ~
60% -
50% - 2a% 31%
33%
36%
40%
30%
21%
20% - 32% 14% 18%
10%
14%
8% o 12% 12%
0% T T T T T

Wegethuriedin  Wegethuriedin  Wedon'thave Ourstafflacksthe Wedon'thave Nota priority for
the basic day-to-  emergencies enoughbudget requisite skill set  enough staff our company
day tasks management

f’ symantec. 17



Symante2010 SMB Information Protection SGiebgl: Juriz010

Q15c¢: How important are each of these factorsin
terms of keeping your company from being more
proficientin disaster preparedness?
B1-Notafactoratall ®2-0nlyslightlyafactor @3 -Afactor @4-Somewhatafactor O5-Majorfactor
100%
13%
90% - 18% 19% 20%
80%
70% ~
60% -
50%
20%
30%
20% ~
10%
10% 8% 10% 9% 6%

0% T T
Wegethuriedin Our stafflacks the Notapriorityfor Wedon'thave  Wedon'thave Wegethuriedin
the basic day-to- requisite skill set  our company enough budget enough staff emergencies

day tasks management

Q15d: How important are each of these factorsin
terms of keeping your company from being more
proficientin other computer areas?
B1-Notafactoratall ®2-0nlyslightlyafactor @3 -Afactor @4-Somewhatafactor O5-Majorfactor
100%
90%
80%
70% ~
60% -
50%
40%
30%
20% ~
10%
0% T T T T T
Notapriority for Wedon'thave Ourstafflacks the Wegetburiedin  Wedon'thave Wegetburiedin
our company enough staff  requisite skill set the basic day-to-  enough budget emergencies
management day tasks

18 , symantec.
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Q16: Please estimate how much you spend annually
for each area.
(Medians shown)
$45,000
$40,000
$40,000
$35,000 -
$30,000 -
$25,000
$25,000 -
$20,000 -
$16,000
$15,000 -
$10,000
$10,000
$5,000 -
$0 +
General computing Computer security Backup, recovery and Disaster preparedness
archival
Q17: What is the percentage change for each area
over 2009?
(Means shown)
100%
90%
80%
70%
60%
50%
40%
30%
20% 19%
10%
0% T
Computer security Backup, recovery and General computing Disaster preparedness
archival

’ symantec. 19
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Q18: Looking ahead, what do you anticipate the
percentage change for each area will be in 2011 when
compared to 2010?

(Means shown)
100%
90%
80%
70%
60%
50%
40%
30%
19%
20% 17%
A0% 14%
10%
0% T T
Computer security General computing Backup, recovery and Disaster preparedness
archival
Q19: What methods -- if any -- do you use (or plan to
use) to augment your internal staff's capacity in order
to accomplish more than you could on your own?
B 1-Notfamiliar with this area @ 2 -Do notemploy and no plans to do so
B 3 -Do notuse this tactic, but are exploring B 4 - Do notuse, but plan to in the future
@5 - Currently use in a minor way 06 - Currently use in a moderate way
07 - Currently use in a major way
100%
8% 9% 9%
90% F———
80% 23%
70%
60%
50%
40% 69
0% 9
30%
20%
0%
10% 69
0% T
Using outside consultants Outsource our computer operations Moving certain applications to "the
toanlsp cloud”

3 symantec.
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Q20: Characterize the quantity of cyber attacks
against your organization over the past 12 months.

0% 60% 80% 100%

% 4
No cyber attacks - 27%

Cyber attacks on a regular basis -

0% 20
1

b%

Large number of cyber attacks

5%
2%

Extremely large number of cyber attacks
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